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ABSTRACT 
 

The study aims at determining the conceptual basis for the formation of digital sovereignty under the 

influence of external factors. The article uses the methods of content analysis and graphic modeling. The 

study shows external challenges that have the greatest impact on the formation of digital sovereignty of the 

state. Only international cooperation and respect for the digital sovereignty of individual countries can help 

ensure security during the global digital transformation. 

 

Keywords: digital sovereignty, state, global challenges, digital security, digital infrastructure, digital 

transformation. 

 

RESUMEN 
 

El estudio pretende determinar la base conceptual de la formación de la soberanía digital bajo la influencia 

de factores externos. El artículo utiliza los métodos de análisis de contenido y modelización gráfica. El 

estudio muestra los desafíos externos que tienen mayor impacto en la formación de la soberanía digital del 

Estado. Solo la cooperación internacional y el respeto de la soberanía digital de cada país pueden ayudar a 

garantizar la seguridad durante la transformación digital global. 

 

Palabras claves: soberanía digital, estado, retos globales, seguridad digital, infraestructura digital, 

transformación digital. 

 

1. INTRODUCTION 
 

Intensive digital globalization has a strong impact on the sovereignty of individual countries. Due to a 

growing number of threats in the field of digital security, it becomes relevant to study the conceptual 

foundations of the formation of digital sovereignty of the state. 

 

J. Westerman and V. Dhara were among the first to use the term “digital sovereignty” (Dudin et al., 2021). 

The scholars introduced this concept to assess the degree of autonomy and security of a country’s digital 
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infrastructure from external challenges and threats. This definition is based on the ability of government 

institutions to respond to external hacker attacks (cyber attacks), i.e., technological threats to a greater 

extent. 

 

Considering digital sovereignty, M.N. Dudin, S.V. Shkodinskii, and D.I. Usmanov (2021) define it as the 

resulting stage of digital reforms of the socio-economic system carried out by the state. According to their 

approach, digital sovereignty characterizes the stability of socio-economic systems in the face of external 

challenges and threats, not only technological but also economic and political. 

 

V.A. Nikonov, A.S. Voronov, V.A. Sazhina, S.V. Volodenkov, and M.V. Rybakova (2021) understand 

digital sovereignty as the independence of the state in the use of digital technologies to realize national 

interests. This approach implies that the state is the main actor shaping the concept of digital transformation 

and the main regulator of the digitalization of economic sectors. The government apparatus determines both 

the integration of external technological solutions into domestic markets and the volume of exports of 

domestic innovations to foreign markets. Digital reforms of the national economy are implemented with 

due regard to the existing technological potential and resources. Development strategies of large businesses 

are adjusted considering government priorities, and new players emerge in the digital space. S.V. 

Volodenkov focuses on the state’s ability to use digital technologies, i.e., the level of skills and competences 

of government entities required for the effective implementation of digitalization policies, relying on their 

own technological solutions. Thus, Volodenkov (2020) emphasizes no identity of digital knowledge in 

scientific schools, including applied ones, under rapidly changing conditions. 

 

Defining digital sovereignty, A.P. Kochetkov, K.V. Maslov, V.E. Dementev, and V.V. Bukharin highlight 

the ability of the state to independently pursue policies in the information or digital space and control the 

information that is distributed in its territory (Bukharin, 2016; Dementev, 2022). Considering the growing 

activity of global information dissemination channels in the form of social networks, instant messengers, 

and video hosting sites, government agencies need to, if necessary, regulate their activities. Since these 

Internet technologies store personal and other data of a country’s population, they can also act as platforms 

for waging information wars. S.Yu. Chimarov’s object of research is digital data that the state can 

confidentially and independently use (Bertrand, 2019; Chimarov et al., 2022). Digital data created by the 

population and organizations in a particular country are an asset managed by the state. 

 

However, to implement the basic principle of digital sovereignty (independence), the state needs its own 

digital technologies, equipment, and other solutions. Thus, the authors emphasize systemic import 

substitution to increase the independence of the digital economy from external supplies (Astapenko, 2022; 

Fadeeva, 2022; Nikonenko et al., 2021). Under the conditions of protectionist policies, countries with a low 

level of digital economy and technological development become dependent on progressive countries. In 

relation to technologically undeveloped countries, the threat of introducing artificial restrictions is, on the 

one hand, a mechanism to restrain the digital transformation of their economy and, on the other hand, an 

instrument of manipulation, which has a major impact on socio-economic and inner political processes. 

 

It is worth mentioning the issues of ensuring the security of intellectual property as an element of 

information security in cyberspace (Kartskhiya, 2014). 

 

One of the factors of the digital sovereignty of the state is the information security system, whose role is to 

prevent and combat cyber attacks at various levels (Emelyanov et al., 2022; Kukutai, Taylor, 2016). Until 

recently, cyber attacks were initiated by groups of individuals, but today these threats become more 

systemic. Public-private paramilitary institutions are created and developed to violate the integrity of a 

country’s digital infrastructure. 
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The digital infrastructure of the state is the core of digital sovereignty. A.S. Semchenkov (2019) highlights 

the state’s ability to maintain the security and sustainability of the national digital infrastructure as the main 

element of digital sovereignty. V.E. Dementev (2022) identifies the primary and secondary levels of digital 

infrastructure as the basis of digital sovereignty: microelectronics and 5G technologies; artificial intelligence 

platforms and technologies. In our opinion, these components of the digital infrastructure do not determine 

the entire structure of digital sovereignty. 

 

Based on the comparative analysis of approaches to determining the digital sovereignty of the state, we 

formed our own approach. Digital sovereignty refers to the ability of the state to independently create, 

develop, and maintain the security and sustainability of the national digital infrastructure in all sectors of its 

economic activity. 

 

The study aims to determine the conceptual basis for the formation of digital sovereignty under the 

conditions of external pressure. 
 

2. MATERIALS AND METHODS 
 

We compared scientific literature and analyzed data from the World Intellectual Property Organization 

(2021), the International Telecommunication Union (2023), and the United Nations (2020). In the process, 

we used the research methods of content analysis and graphic modeling.  

 

3. RESULTS AND DISCUSSION 

 
After a comparative analysis of scientific literature, external conditions were identified that determine the 

formation of digital sovereignty of a modern state with due regard to the most significant technological, 

economic, political, and social challenges and threats (Fig. 1). 

 
3.1. Emerging external threats 

 

Hacker attacks on critical infrastructure facilities and information resources have become widespread over 

the past decades. The negative consequences of cyber attacks are financial losses, decreased productivity, 

damage to reputation, liability to other actors, etc. Global damage from cybercrime in 2021 amounted to 

about $6 trillion. Cyber attacks have provoked the active development and implementation of mechanisms 

to combat cyber attacks at the state and international levels. Table 1 presents data on the ranking of countries 

according to the Global Cybersecurity Index, which is compiled based on a conceptual structure, including 

legal, technical, and organizational measures, capacity development, and cooperation. Some states are 

unable to prevent cyber attacks on their own and have to build cooperative ties with more developed 

countries or institutions. The worst-case scenario of this threat is the likelihood of control and management 

of government institutions and the development of cyber terrorism and cyber warfare (information warfare). 
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Figure 1. Scheme of external challenges that have the greatest impact on the formation of digital sovereignty 

of the state. 

 

Another aspect of emerging threats is the misuse of intellectual property, including in cyberspace, which 

leads to a violation of the integrity of the state’s digital infrastructure. Since 2010, many countries have 

prevented these threats by developing and implementing relevant regulations. 

 

Table 1. Ranking of countries in the global cybersecurity index (based on the UN International 

Telecommunication Union data) (International Telecommunication Union, 2023). 

Country 2018 2020 

UK 1 2 

USA 2 1 

France 3 9 

Norway 9 17 

Japan 14 7 

Germany 22 13 

Russia 26 5 

 

Some countries began to form an institutional environment. For example, Russia adopted Federal Law No. 

187-FZ “On Amendments to Certain Legislative Acts of the Russian Federation on the Protection of 

Intellectual Rights in Information and Telecommunication Networks” in 2013. The document provides 

rights holders of a particular intellectual property with the opportunity to protect it by limiting access to the 

resources on the Internet. 

 

In 2011-2012, the USA initiated two bills (Stop Online Piracy Act and Preventing Real Online Threats to 

Economic Creativity and Theft of Intellectual Property Act) aimed at protecting copyrights and combating 

the theft of intellectual property. However, these bills were not supported due to severe penalties for offenses 

and the expansion of powers of the law enforcement system. 
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Along with the protection of copyright and patent rights in cyberspace, there is a need to protect trade secrets 

and production secrets (know-how). The European Parliament introduced the Directives on the Protection 

of Trade Secrets and Know-How in the EU in 2013 to harmonize legislation across all member countries. 

In Germany, know-how is protected by the rules on unfair competition. In the USA and UK, these are the 

rules of common law. In Russia, this area is regulated by Federal Law No. 98-FZ “On Trade Secrets” and 

Chapter 75 of the Civil Code (The European Parliament and the Council of the European Union, 2016; 

Kartskhiya, 2014). 

 

3.2. Global political agenda 

 

Currently, serious transformations are taking place in the global political world order: the bipolar world of 

the 20th century established after the collapse of the USSR was first replaced by a unipolar one, and now 

several poles of power are steadily forming, which will reshape relations based on new principles in the 

near future. The author and ideologist of the political science concept of a multipolar world is the Russian 

political thinker and philosopher A.G. Dugin (2011). The rejection of past globalization is only gaining 

momentum. It is considered natural and inevitable, but a serious challenge for the world community, which 

is expressed in increased political confrontation, struggle for spheres of influence, undermining the 

foundations of international relations, and the outbreak of local military conflicts. 

 

The current geopolitical situation, on the one hand, causes exponential growth in the development of digital 

technologies due to the rivalry between countries and corporations. On the other hand, it leads to the digital 

superiority of some states and associations in the struggle for resources and, ultimately, for global political 

leadership. Under the conditions of uncontrollability, these processes can provoke a further increase in 

tension and contradiction between states. Thus, the role and importance of international institutions and 

organizations in establishing and consolidating the basic principles and rules of the digital development of 

civilization is also increasing. 

 

Being the main international institution for maintaining peace and security, the UN creates conditions for 

universal digital equality and calls for using digitalization to accelerate the achievement of sustainable 

development goals for the planet. Population inequality can be significantly reduced with a balanced 

introduction of digital technologies in public administration, education, healthcare, labor organization, food 

production, communications, etc. (United Nations, 2020). Digital data and technology should be used to 

create more flexible policy strategies. Cooperation between countries in the digital space will help reduce 

geopolitical tensions and create global fair standards in the field of security and respect for human rights. 

These theses are contained in the reports of the High-level Panel on Digital Cooperation and the UN 

Secretary-General’s Strategy on New Technologies (United Nations Secretary-General, 2018). 

 

Thus, balanced digital development of the world and its regions can be achieved only based on the principles 

of international cooperation, healthy competition, and mutual respect for the digital sovereignty of countries. 

 

3.3. Fight for global technological leadership 

 

In the last decade, structural changes occurred in the national economies of the leading powers. The active 

implementation of innovative strategies in the economic model of developed and developing countries 

accelerated technological progress, and centers of scientific and technological development (clusters) began 

to form. In 2021, according to the World Intellectual Property Organization, the top 100 science and 

technology clusters are located in 26 countries, including six middle-income economies (China, India, 

Brazil, Iran, Turkey, and Russia) (Fig. 2). The largest number of clusters is located in the USA (24), China 

(19), Germany (9), and Japan (5). Many Western clusters conduct more intensive scientific and 
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technological activities compared to Asian ones. However, Chinese clusters have demonstrated the greatest 

growth in scientific and technological results over the past year. 
 

 
Figure 2. Map of the 100 leading science and technology clusters in the world, 2021 (Nugraha, 

Sastrosubroto, 2015). 

 

Global technological leadership has become an aspect of economic policy that has influenced the import 

and export priorities of both states and state unions. The struggle of countries for technological superiority 

is a way to develop their technological independence. The model of globalization based on cooperation in 

the field of science and technology has been replaced by a model of creating technological autonomies. 

 

The digital sovereignty of underdeveloped states suffers from high-tech threats, i.e., it becomes an object 

and a means of influence of world technological leaders, which can lead to the digital colonization of 

undeveloped countries. 

 

Thus, the introduction of high technologies in many areas, including nationally significant ones, guarantees 

the competitiveness of national economies (Yan, 2021). According to the Global Innovation Index, the level 

of innovative development of some states in the period 2019-2022, which was also associated with current 

challenges (for example, the COVID-19 pandemic), is presented in Table 2. Index values characterize both 

activity in the field of innovation and the innovative potential of the state. 

 

A race is unfolding among the leading countries to develop technologies in the field of AI (Acharya, Arnold, 

2019). In 2017, China introduced a plan for the development of AI by 2030, with a total funding of $150 

billion. 

 

Table 2. Ranking of countries in the Global Innovation Index (based on the database of the World 

Intellectual Property Organization (2023)). 

Country 2019 2020 2021 2022 

Switzerland 1 1 1 1 

UK 5 4 4 4 

USA 3 3 3 2 

France 16 12 11 12 

Norway 19 19 20 22 

Japan 15 15 13 13 

Germany 9 9 10 8 

China 14 14 12 11 

Russia 46 47 45 47 
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3.4. Unified global digital infrastructure 

 

Existing elements of digital infrastructure in the form of fiber-optic communication lines and mobile towers 

(3G, 4G, 5G) provide access to the global Internet only for part of the world’s population. Creating and 

maintaining infrastructure in remote and rural areas (especially Arctic territories) is a difficult task that 

requires serious financial investments. 

 

In the last decade, an alternative method has emerged, i.e., high-quality and high-speed satellite Internet 

from low-Earth orbit, which will allow developers of space technologies and satellites to cover the whole 

world. However, not all states have the capabilities and resources necessary for the development of their 

space industry. The leaders in the number of spacecraft and their launches remain the USA, Russia, China, 

Japan, India, France, and the UK (Kamolov, Mirakova, 2019). 

 

Other countries are also trying to enter the new space race, but the lack of infrastructure to launch satellites, 

their own scientific and technological developments in the space industry, and other resources limit their 

capabilities. 

 

Not only states and state corporations are interested in developing services to provide high-speed broadband 

satellite Internet access. The SpaceX project Starlink to form the global satellite system is actively 

developing. 

 

Thus, the accessibility of a unified global digital infrastructure also affects the digital maturity of countries. 

 

3.5. Digital protectionism 

 

Many states have to implement a policy of digital protectionism due to the digitalization of the global 

economy, the blurring of national boundaries of digital markets, cross-border modes of communications 

and data transfer, and the vulnerability and weak risk protection of digital infrastructure. 

 

Artificial restrictions on the import of digital technologies, goods, data, and services have both positive and 

negative consequences for the digital sovereignty of the state. On the one hand, an active import substitution 

policy can contribute to the development of the state’s own digital technologies. On the other hand, the lack 

of competition from imported goods can lead to a decrease in the quality of domestic goods and an incentive 

to innovate, weakening digital sovereignty. 

 

Regulating the flows and volumes of digital data transmission on the World Wide Web creates a trend of 

data deglobalization at the national level (Nugraha, Sastrosubroto, 2015). In this regard, individual states 

(groups or unions) try to ensure the security of their national digital space (Markova, Meleshkina, 2021). 

Problems with information security have formed a global trend of digital culture/digital hygiene. The 

population, business organizations, and government agencies strive for the safe use of digital technologies. 

The latter leaves a digital footprint, jeopardizing the security of personal data. Many countries have 

established mandatory requirements for global digital companies (for example, Google) to localize the 

databases of their citizens in their territory. 

 

The need to localize and protect citizens’ personal data has gradually developed into digital protectionism 

in the trade sector. With the launch of large global marketplaces, it became possible to buy goods from 

anywhere in the world. However, it also became more difficult for national economies to support domestic 

producers and control the movement of goods and their quality in terms of compliance with internal 

standards. In response to these challenges, countries decided to establish various trade and financial barriers 

to the import of digital goods and services. To increase the share of local companies in the national e-

commerce market, Australia adopted a value-added tax from the sender for each foreign goods parcel in 
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2017. Foreign marketplaces are required to register legal entities in the country and pay taxes to the budget 

(Australian Taxation Office, 2020). 

 

In a global market economy, it is necessary to find a balance between the sovereign interests of the state in 

matters of digitalization of the national economy and ensuring its digital security. Domestic digital 

technologies should be improved through imported innovations and not completely replaced by foreign 

ones. National digital technologies should be exposed to world markets while being reasonably regulated 

and considering the interests of the producing country. 

 

3.6. Lack of digital knowledge identity 

 

In the era of intensive digitalization, digital competences become a new pole of power. The system of higher 

education and science performs the functions of reproduction, dissemination, and protection of scientific 

ideas. It formulates requirements and qualitative criteria for assessing the digital competences of university 

graduates and researchers. In many countries, unique research clusters are built that use their own 

methodologies for creating and developing academic and scientific knowledge. This results in fragmented 

and sometimes closed-door solutions to the same fundamental and applied problems. 

 

Although leading universities are integrated into the Bologna Process and the scale of international academic 

exchange programs is increasing, the development of scientific schools, including in the field of information 

technology and information security, is still fragmented. Heterogeneous knowledge in the field of 

information security is a key problem in the digital integration of economic systems. 

 

3.7. Transnational corporations 

 

The expanded geography of transnational corporations has a positive impact on the socio-economic systems 

of the countries where they operate. Positive changes are connected with the transfer of knowledge and the 

introduction of new technologies and management methods. Transnational corporations act as a source of 

foreign direct investments in regions and industries. 

 

Many transnational corporations are moving to digital business design. The share of digital corporations 

that provide services through their own platforms (Google, Amazon, Apple, Microsoft, eBay, Airbnb) is 

increasing and entering new countries through not only geographic diversification but also digital expansion 

(the collection, storage, and processing of data). The number of users is gradually growing and the coverage 

of user data is expanding. This data becomes a new resource in the digital and high-tech market. Possessing 

a unique array of data, including personal data, corporations can influence social, economic, and political 

processes in the territories where they operate. Thus, the main threat is the transition of certain state 

functions to the influence area of transnational corporations. 

 

Other negative trends may arise during investment expansion and vertical integration through a merger of 

local small- and medium-sized businesses that either compete with corporations in attempts to develop and 

implement innovative technologies or provide other services to the same consumers (Dhulipala et al., 2023). 

 

These threats affect the digital sovereignty of states that need to take active measures. One of the main 

approaches to reducing risks is international cooperation to develop uniform regulatory standards in the 

functioning of the largest transnational technology companies. 

 

4. CONCLUSION 
 

The matrix of external conditions we developed will allow both leading powers and developing countries 

to build a system of response measures in the field of digital transformation policy with due regard to current 
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threats and challenges. The systematic approach reflected in digital reforms of the socio-economic 

development of states will reduce risks in the adoption of digital solutions by various industries. A 

scientifically based and well-balanced approach to studying the positive potential and specifics of external 

factors in the formation of digital sovereignty can turn these global challenges into global opportunities. 
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